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August 4, 2004


M E M O R A N D U M

TO:
All Chapter Presidents

RE:
Medical Record Privacy

SUMMARY:  There are several regulations designed to protect against disclosure of an employee’s medical information.

As with social security numbers and annual income levels, all individuals have a reasonable expectation of privacy when it comes to their medical records.  Born out of this very expectation, several laws have been enacted to curtail access and protect this sensitive information from disclosure. When acting as a custodian of their employees’ medical records, employers are also obligated to comply with these rules.  This memorandum provides a brief description of some of these regulations.

Invasion of Privacy

The basic premise underlying all of the rules and regulations regarding medical records is the notion of privacy.  The right to privacy simply refers to one’s right to be left alone.  There are several different ways a person’s right to privacy can be invaded.  The four most common privacy invasions recognized by law are (1) casting one in a false light, (2) intrusion (e.g., spying, eavesdropping, opening someone else’s mail, etc.), (3) misappropriation of one’s name or likeness (e.g., identity theft, signing someone else’s name, etc.), and (4) disclosure of private facts.  See Restatement (Second) of Torts: 652D (1977).  Of the four types of privacy invasions, protecting employees’ medical records is encompassed within this notion of nondisclosure of private facts.  Generally, this type of invasion occurs when private or embarrassing facts are revealed about an individual without relation to a legitimate public concern.  

Employees have a viable privacy interest in their medical records.  See United States v. Westinghouse Electricity Corporation, 638 F.2d 570, 577 (3rd Cir. 1980).  With the surge of advances in medical science and the specialization of prescription drugs, it is now possible for the average-Joe looking at an individual’s medical records or history to assess that person’s illnesses and ailments.  For example, files containing indications of the use of Viagra™, Ritalin™, Prozac™, or Enzyte™ would reveal extremely intimate and private details about the individual to whom they were prescribed.  This is precisely the sort of information intended to be protected by the right to privacy.  Consequently, courts have readily ruled that an employer invades the privacy of its employee whenever it discloses those records in an unjustifiably careless or unfettered fashion.

In determining whether an invasion of privacy has occurred, the court will consider the following factors:

1. the type of record requested;

2. the information it does or might contain;

3. the potential for harm with any subsequent nonconsensual disclosure;

4. the injury from disclosure to the relationship in which the record was generated;

5. the adequacy of safeguards to prevent unauthorized disclosure;

6. the degree of need for access; and

7. whether there is an express statutory mandate, articulated public policy, or other recognizable public interest favoring access.

It is clear that the government may use information protected by the right of privacy if it can show that its use would advance a substantial public interest and that the use is narrowly tailored to meet that legitimate interest.  For example, management might be able to gain access to the health records of its employees under the following circumstances:  (1) when an employee files a worker’s compensation claim, (2) when management has a statutory duty (i.e., OSHA, MSHA, or similar law), (3) when an employer has conditioned employment on a candidate’s authorization for the disclosure of such information (i.e. drug tests, physical examinations, etc.), (4) when, in creating an effective emergency evacuation plan, the employer is attempting to determine whether certain employees need special assistance due to medical conditions, or
(5) when management is prompted in connection with a criminal investigation.  (See generally, 29 C.F.R. § 1630.14).

Rehabilitation Act of 1973

The Rehabilitation Act basically applies the fundamental regulations of the Americans with Disabilities Act (ADA) to the federal sector.  Under the Act, information regarding the medical condition or history of an employee is treated as a confidential medical record.  As a matter of fact, this information is so precious that the Act requires federal employers to maintain records containing medical conditions or medical history in separate and exclusive files.  The law generally recognized that a duty of confidentiality exists to protect this information and avoid dissemination to nonessential third parties.  

The U.S. Equal Employment Opportunity Commission (EEOC) has recognized the validity of this confidentiality duty on numerous occasions.  For example, in Shaw v. Department of Transportation, the EEOC ruled that a supervisor’s disclosure of an employee’s diabetes condition to her coworker was a violation of the Act.  104 LRP 13039 (March 11, 2004).  In another example, the EEOC ruled that the employee had been subjected to disability discrimination when his former supervisor, in evaluating the complainant for various agency facilities, wrote that he would not recommend the complainant for rehire unless his medical 
condition was resolved.  See Gianikos v. United States Postal Service, EEOC Appeal No. 01A21992 (October 16, 2003, request for reconsideration denied, EEOC Request No. 05A40208 
(January 22, 2004).  Finally, in Higgins v. Department of the Air Force, the EEOC held that the agency violated the Act when the employee’s former supervisor provided his new supervisor with the employee’s work folder containing a letter from the employee’s physician referring to work-related stress.

Privacy Act of 1974

The Privacy Act also restricts employer access and disclosure of medical records.  According to the language of the Privacy Act, "[n]o agency shall disclose any record which is contained in a system of records by any means of communication to any person, or to another agency, except pursuant to a written request by, or with the prior written consent of, the individual to whom the record pertains."  5 U.S.C. § 552a(b).  Basically, the law acts to forbid federal government employers from willfully or intentionally disclosing any information contained in an employee’s files without the consent of the employee in question.

However, there are 12 specific exceptions to the Privacy Act in which the employer will be permitted to access and disclose an employee’s records.  These exceptions are as follows: (1) when a "need to know" exists within the agency, (2) when disclosure is required under Freedom of Information Act, (3) when the data is routinely used, (4) when the information is requested by the Bureau of Census, (5) when the data is intended strictly for statistical research, (6) when the information is requested by the National Archives, (7) when the data is requested for a law enforcement purpose, (8) when the data could potentially impact the health or safety of an individual, (9) when the information is requested by the U.S. Congress, (10) when the information is requested by the General Accounting Office, (11) when disclosure is required as a result of a court order, and (12) when disclosure is required under the Debt Collection Act.

Health Insurance Portability and Accountability Act of 1996

The Health Insurance Portability & Accountability Act (HIPAA) includes provisions that required the Department of Health and Human Services to adopt national standards for electronic healthcare transactions.  These provisions mandated the creation of federal privacy protection for certain health information.  By April of this year, all covered entities (e.g., health plans, healthcare clearinghouses, and healthcare providers) were to have implemented standards to protect and guard against the misuse of individually identifiable health information.

Although HIPAA generally does not directly apply to employers, it still acts as a restriction on what type of information can be released to employers.  Moreover, in the event an employer contracts with a specific healthcare vendor to provide certain medical services to its employees, HIPAA will bar release of any records compiled.  

Conclusion

All of these rules and regulations can have practical application within your bargaining unit.  Although each of them provides for virtually the same protections and remedies, it is clear from the case law that federal employees have had the most success when filing charges under 
the Rehabilitation Act.  Regardless of which statute you prefer, all of us should remain extremely mindful of management’s actions with respect to pre-hiring physicals, fitness-for-duty examinations, processing of employees’ requests for sick leave, administration of the Federal Employees Health Benefits Program, and fielding worker’s compensations claims.  In policing these practices, make sure to convey to the members the following rights:

1. the right to inspect and receive a copy of one’s personal medical file;

2. the right to amend one’s file with any missing or incorrect data;

3. the right to request a listing of all sources that accessed one’s file over the past six years;

4. the right to ask the custodian of the records to communicate in a different manner or at a different location; and

5. the right to limit how one’s personal health information is used or disbursed.

If you should have any further questions or concerns, please contact your national field representative.

Colleen M. Kelley

National President
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